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1. Business Risk Summary

Bebop Web Application v -----

Introduction

Wintermute Trading (Wintermute) engaged Pen Test Partners (PTP) to perform an API test against the Bebop
application. This was to identify misconfigurations and security weaknesses that affect the security posture of the
in-scope environment and assess any potential risks that could cause a breach of the application security or
damage the brand.

Areas of Good Practice

The host server was found to only have HTTPS service opened and no other services were enabled, also, the TLS
configuration was found to be correctly configured. No issues were identified with the APIs, however, other issues
were found with the overall application and host which require remediation.

Key Findings

The application test identified one “medium” and three “low” rated issues; these issues were all caused due to
poor configuration of the web application. The host was found to be running an out-of-date version of the NGINX
web server.

A number of HTTP security headers were found to be missing, including HTTP Strict Transport Security (HSTS).
Another issue disclosed the underlying version of the web server technology; this could allow an attacker to
better target the application should a vulnerability for that version be released.

Conclusion

Overall, the application was found to need some improvements. The issues identified mostly concern the
configuration of the web applications, this ranges from out-of-date webserver software to missing HTTP headers.
It is recommended that these findings be remediated toimprove the overall security of the web applications.
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2. Technical Summary

The table below lists all security issues that were identified on systems within the scope of this test.

2.1. Bebop Web Application Test

Vulnerability Affected CVSS
WEB-M1 Nginx Web Server Out of Date -

HTTP Security Headers Not Implemented or Not

WEB-L2 Securely Configured 3:5
y & bebop.finance TCP/443

WEB-L3 Information Disclosure in HTTP Headers bebop.xyz TCP/443 3.5

WEB-L4 Cacheable HTTPS Response Being Cached 3.1

WEB-I5 Source Code Disclosure -
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4. Document and Test Control

4.1. Version History

Version | Date Author Comment Distribution
0.1 17/05/2022  Senad Zukic Author
0.2 19/05/2022  Kate Owen Grammar QA
0.3 25/05/2022  Lewis Kimber Technical QA
1.0 30/05/2022 Senad Zukic Release Eric McEvoy

4.2. Engagement Scope

Wintermute Trading (Wintermute) engaged Pen Test Partners (PTP) to perform a web application test of their
Bebop platform. This phase of testing took place between 5" May and 12" May 2022 and was authorised by Eric
McEvoy of Wintermute Trading.
This report details the following elements of work:
e Web Application
o https://bebop.finance (mid-way through the test a new domain was purchased and used
https://bebop.xyz)
The following consultant was involved in this engagement:

e Senad Zukic - Security Consultant

No Denial-of-Service (DoS) attacks were performed.

4.3. System Rollback

Not applicable due to the use of Web3 technologies which do not use traditional accounts.

Commercial in Confidence
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5. Application

5.1. Introduction

The following applications were selected for the web application testing phase:

e https://bebop.finance (mid-way through the test a new domain was purchased and used
https://bebop.xyz)

The following screenshot shows the main landing pages of these applications:

« c oa bebop.finance; w © @ W =
Bebop! My Wallet 8 Disconnect
Address Ox1Fde..07ce O
My Holdings

Trade

9 The Sandbox

SAND

You Pay 4 ETH 0.0 wax | i
= &) Shiba Inu

SHIB

& SushiToken

SusHI
You Receive Token 0.0 £} Uniswap 0
uNI
4 Wrapped Ethereum
WETH

Select a Token (® Wrapped Bitcoin 5
warc

oyeam.ﬂnance
YFI

Figure 1: Initial view of the Bebop application

A full SYN port scan was carried out against the host, only one port was found to be open, this shows good
security practice.

$ sudo nmap -sSCV -p - -Pn bebop.xyz

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-12 14:07 BST
Nmap scan report for bebop.xyz (18.168.19.25)

Host is up (0.026s latency).

rDNS record for 18.168.19.25: ec2-18-168-19-25.eu-west-2.compute.amazonaws.com
Not shown: 65534 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

443/tcp open ssl/http nginx 1.18.0 (Ubuntu)

| http-robots.txt: 1 disallowed entry

|_/*

| http-title: Bebop - Your gateway to better trades in DeFi

| ssl-cert: Subject: commonName=bebop.xyz

| Subject Alternative Name: DNS:bebop.xyz, DNS:www.bebop.xyz

| Not valid before: 2022-05-10T14:12:34

| Not valid after: 2022-08-08T14:12:33

| http-server-header: nginx/1.18.0 (Ubuntu)

| ssl-date: TLS randomness does not represent time

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Figure 2: Full SYN port scan
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A review of the TLS configuration was completed during the test and no issues were identified.

Start 2022-05-12 14:36:40 -=>> 18.168.19.25:443 (bebop.xyz) <<--
rDNS (18.168.19.25): ec2-18-168-19-25.eu-west-2.compute.amazonaws.com.
Service detected: HTTP

Testing protocols via sockets except NPN+ALPN

SSLv2 not offered (OK)
SSLv3 not offered (OK)
TLS 1 not offered

TLS 1.1 not offered

TLS 1.2 offered (OK)

TLS 1.3 offered (OK): final

NPN/SPDY http/1.1 (advertised)
ALPN/HTTP2 http/l.1 (offered)

Testing cipher categories

NULL ciphers (no encryption) not offered (OK)
Anonymous NULL Ciphers (no authentication) not offered (OK)
Export ciphers (w/o ADH+NULL) not offered (OK)
LOW: 64 Bit + DES, RC[2,4], MD5 (w/o export) not offered (OK)
Triple DES Ciphers / IDEA not offered
Obsoleted CBC ciphers (AES, ARIA etc.) not offered
Strong encryption (AEAD ciphers) with no FS not offered

Forward Secrecy strong encryption (AEAD ciphers) offered (OK)

Figure 3: TLS configuration review

As part of the test, the consultant assessed the overall application. It was found that the application was still
being developed. However, the majority of the functionality was carried out by third-party API’s, using various
Web3 technologies.

A part of the applications source code was accessible due to the use of client-side technologies:

Page Filesystem Overrides : 4 idts utfl.ts interfacets index.ts fragments.ts bignumbers.ts bignumber.ts
* O top 1 "use strict";
. 2 var __importDefault = (this && this.__importDefault) || function (mod) {
- — —
@ bebopfinance 3 return {mod &% mod.__esModule) ¥ mod : { "default™: mod };
+ Il static a1
» B modulss Object.defineProperty{exports, "_ esModule", { walue: true });
exports.Address = void @;
v s var assert_1 = _ importDefault(reguire("assert"));
» B MessageChannel var bn_js_1 = __importDefault{require("bn.js")};
. var bytes_1 = require{"./bytes"};
4 chains . : \
- ) var account_1 = reguire("./account");
» I eips var Address = /*%* @class */ (function () {
» I hardforks 12 function Address(buf) {
'_ P (@, assert_l.default){buf.length === 2@, 'Invalid address length');
» B secp256k 1v3-lib this.buf = buf;
ldleTimerjs 15 T
- . 16 J*e
TabManager)s
S 17 * Returns the zero address.
account.is 7
. return new Address((@, bytes_l.zeros)(28));
baseTransaction.ts y.
HE
bytes.ts fE=
EEITR 23 #* Returns an Address cbject from a hex-encoded string.
24 x _Cmgeon o4 Haow nondAn A,

Figure 4: Client-side source disclosure
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There was no sensitive information disclosed that could severely impact the operation of the application.
However, because the client-side code could be modified, it was possible to bypass the “allow” feature which
only allowed specific wallet addresses.

The following file /static/js/main.b41046cc.chunk.js contained all the allowed wallet addresses, the
highlighted address is the consultant’s own address that was put on the allow list by the client.

Response

'EE!I Raw Hex “erde 'ﬁ. W =

MMM A MM Ml eh WA MMC AP L LS AdO e s b Ae Mo A Y WMUMALL VA SUMLMO L W dh Ve A ML pehdAuue

}

) ,Ce=["0x43¢c33¢c2eDLf3E076793£51028D80a490b3 BEL4COS",
"OxEBSE43879FB43dB0OD1£9142BF327d9609BDB4B40", "0xAS0D5cz 17920£4c378003B7c4a%918236C5FEa70",
"Ox2e7a5982c2D017BF4adba51C2FaB73DBO79FBL151", "0x2 14a4D3425158bE876822c0£81708B3A3FE33 184",
"DxEBS5adB87212743a851758F laZF533BScE3CI9E5SAE™, "0x=0EBdc92BSCES38B6ESE7FEFS5085449atfhb03DBBE",
"Ox7FC3828F 14808B8fBBcEASI46AE3c4dD33AaCEZEA", "0xE22cdaBl39571CB1&6C7502F 183B€40960957h74B0O",
"Ox4B3F 1048C55FaalC0873e249E5411393€0501f2a", "0xe7A70383A75€d5184cda53¢c504B862ac534A4C2 11",
"Ox5c4219F€EDOSe 12d17D852 A9dB-E303a5273803 18", "Oxe07CctBBI944A0594€6A9B2053742C6~Clec2B5539",
"Ox3SDC1SE7cACDAB33=£f8A20B ladB4E3aFDOEaD397", "0x 157 L78d5AEBB07ddc9808cF75Db0504al2Fd2442",
"Ox2BBObEEEB27£769c44e28acA159dF588d2 164244", "OxESAEEBY1A712257af8¢cFDBSF45¢cC3Dd3B17¢cDS40",
"0xDBC41=4B34043a30948E1ASeFOSAD3EcS9€aBB2A", "0xB93513aDcd7akb8d4Eed785€1bB18C4D74c2dzbs",
"Dx00Zc4101950719C04F6119D4C17973A545aD767F", "0x27068F LED1DZ 159703 140a273d2d1l=C92610D451",
"OxX0O3E4AEEBEL1fe259410110460CAZea33dcth184127", "0xABe7cd6€cESBICO2 1BBbdad85££3Dd7baFaCcdCS0”,
"OxfacB87hCFSChO7EALDSSS7C4207eBSEE3047d9€EET", "OxbA4975LcDACBI 593 aa3 7DAASDAEACcYdS341a39LC",
EOSZ7B2h924 1balbdeSESEF72503dELCF7ECESBA"Y, "Ox20b4BB323BE5723544¢C2 17D4a0B79BOF L5EESFO”,
"OxeDFELOCO046c9EZh5€£81771a7E1000AL1084fBa", "Ox7£78333CE0ETT77571D5391Ca4192=0£Cc725334d3",
"Ox0Ea7cf4eFF9CS02CcB824453 LcO5FDaEAFaBBF2e", "Ox£20e224€dee3 1d62C04CBf0214817247adcESEBT",
"0xDCOSBE22cZ£605971BSCCESEBABEA7aaEdF71bDB14", "0x48B3 EEE£5844b770de308eCF1E3CCF47ELldf1S¢c38",
"Dx1d4bcEE097a7BA7728a875Def8£9%a3F82=a7A54", "0x8d8 LOD705FbEE7€B97BCaC87€17=E4704c5d00F3 ",
"0x79£548b853£9¢cad33B493099A7e35¢c14aSbACIOA3 ", "0x£32¢B4e4e€bd32 144ccI90SEZZDAA3BCEALAS3SE4",
"OxEC39929¢BAEDSSECBBEALIIDSOSHE3IB077ee0cEd"”, "OxB8eBea3£3EO0338LE7LIFL77cASASOBEBLDA73Z2B7A74",
"OxcODBdd84829BF0cD24991439789haCB801848h49¢6", "OxB9BB3501e4355Chc7094€dFEBLBOca7lac4z1255",
"Ox4£751D5E0969CS9 7€ LCEAF3dcdbFadB0S55¢7013AD", "0xS9B02 E7d3bAE7Shb LALE LChD3£BDE3AADBL42SFES",
"OxEC175DSEbcfB83 585445584 101cO90Fb8c7taZb7FE", "0x3FEeS561e3ac€fb5204CeEEDS2SEF8LE9581EEa3e”,
"Dx3245C74d3748D8SdS=2 13BAdEfS5dD27écle196dBZ", "Ox8289¢cA779B4F 19db559417a798C=8258DDA11=54",
"OxdEZa0434a5cEDBE4ObE147615AcC2548A4c29D28", "0x74A277A0dE2de7£2CcESFC32E325=291a7754aB44d4",
"OxcaBD7845e4ES510ESESB7a62d0AZG0E4782134124C", "0xdaB8e38DBLBDAS4£84¢c5bdAZ328888d9F9D3bLBF 7D,
"OXEdASd3CO£94d1ld155£346881h1c05737h3E5a6878", "Ox01d7073 13C28ebD7FE20EASB429£80E19C902AD0O"] ,
Te=["0x43¢33c2eDf3EQ076793£51028D80a490h3BEL4COS",

"DxAS0DSc2 179e0f4c378003B7¢c4a851823ECSFEa70", "0x2e7a5982c2D017BF4adbasS1C2Fa873DB0O78FB1S1",

Figure 5: List of allowed wallet addresses

These addresses can also be found in the /static/js/config.js in the source code files:

Page Filesystem Overrides » : [ ll4l MessageChanneljs matchPath.js hooks.js Switch.js createNameContext.js

v top A 237 "@x8d818B785FbE676B97BCal87617eE4724C5d0BF3",
. 238 "@x79f548b853F9cad338493099A7e39c14a50AC9A3",
v O bebopifinance 239 "@xF32c84e4e6bd32144cc9B5E22DAd3BCEADAS39FA",
v Il static 2409 "@x6(39929c8d6D55ECB86Ab29D585bE38@7 72e0ctd™ ,
> B css 241 "@x8e8ea3f3E@3381671Ff77CcASA30B8FbAT3287A74",
242 "@xcoDB8ddB48298FacD249914397383%ba(801848b4956™,
> B media 243 "@x89883501e4395(bc709464F68FBBCca72ac421255",
v s 244 "@x4F751D560969C9761C6dF3ddoFadBR955c7913AD",
245 "@x9980267d3bAE7901AF61CbB3F8D63AADEDL25FE5",
» B components 246 "@x£C175056bcF83589445584101c9BFbSCTFa2bTF6",
3 | img 247 "@x3FEe561e3a66Fb5204(eE6B5256F8FT695816Ea36",
' B pages 248 "@x3245C74d3748D89d%e213BACF5dD276c1e196dB2",
249 "@x8289cA77984F19db559417a798Ce8258DDA11e5A,
& 2.476ea%af.chunk,js 250 "@xdE2a@434a5cEOB64ODEL4TA15ACC2548A4029D28",
& App.js 251 "@x74Ae774Bd620e7F2c65F(326325e91a7754aB4d4",
¢ > 252 "0xcaBD7845e4E51069E87a62d0A25064782134124C",
253 "oxda8e38D8FBDAS4184c5pd2328886d9FSD3bbBF7D",
& hash-utils.ts 254 "@xEd5d3C9F94d1d155f346881b1c@5737b365a6878"

ﬁ > - 255 I "9xB1d7@7313C28ebD7F6206A58429F8RE19C902ADB" //pen tester |

index.js ]
& keccak.ts

Figure 6: Source code view of the "config.js" file

Commercial in Confidence
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It was possible to manipulate the /static/js/main.b41046cc.chunk.js file on the client-side to add another
address that could then be used to access the application:

Bebop - Your gateway to better X |+ s O

&« C O 8 htt bebop.finance, w7 O ® M =

My Wallet 3] Disconnect

Address 0x5A39..1979 0

Bebop!

Figure 7: Accessing the application using another wallet address

It should be noted that this allow list is used to limit who can participate in the Beta program and, as such, should

not be an issue in the live environment.

However, if this feature was to be used in live environment, then a server-side API call should be made to validate
the address before access is granted.

Commercial in Confidence
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6. Findings

6.1. WEB-M1: NGINX Web Server Out of Date

The affected NGINX web servers were fingerprinted to an outdated version, making Medium RlSk
them susceptible to known vulnerabilities. CVSS 6.9

It is recommended that all affected instances be patched to the latest stable versions.

Description

A NGINX web server was found which, according to the server header, is an outdated version which is susceptible
to known vulnerabilities, mainly a remote code execution vulnerability. A security issue in NGINX resolver was
identified, which might allow an unauthenticated remote attacker to cause a 1-byte memory overwrite, by using a
specially crafted DNS response, resulting in worker process crash or, potentially, in arbitrary code execution.

It was not possible to exploit this issue during the testing window and the consultant has instead relied on the
application's self-reported version number.

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 11 May 2022 09:55:22 GMT
Content-Type: application/json
Content-Length: 3316

Connection: close
Access-Control-Allow-Origin: *

{"usd prices":{"1INCH":"1.020090467800000011","AAVE":"106.013190731199998140", "ACH"
:"0.018500740700000001"™, "AGLD":"0.679388130600000029", "ALCX":"43.345723955200000432
", "ALPHA":"0.217801495700000014", "AMP":"0.012480497700000001", "ANGLE":"0.1179795759
0ooooo008",

Figure 8: HTTP response showing server version

Recommendations

The mentioned software should be upgraded to its latest stable version. In order to mitigate the documented
vulnerabilities, the version should be equal or later than 1.21.0.

Affected bebop.finance TCP/443
bebop.xyz TCP/443

References CVE-2021-23017: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23017
& CVSSv3 Root Cause: Patching
Metrics Base Metrics: AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H (8.2)

Temporal Metrics: E:U/RL:O/RC:R (6.9)

Environmental Metrics: CR:M/IR:M/AR:M (6.9)

Commercial in Confidence
© 2022 Pen Test Partners. All rights reserved. 10/18



Commercial in Confidence PENTESm

6.2. WEB-L2: HTTP Security Headers Not Implemented or Not

Securely Configured
There are a number of security headers that have been added to the HTTP Low RlSk
specification, or are not formalised but widely supported, that can provide defence-in- CVSS 3.5

depth protection against certain vulnerabilities.

Although their absence does not create an active security risk, use of these headers can
help prevent future attacks against the API.

Description

There are several security headers that have been added to the HTTP specification, either formally or informally,
that tell the user agent to perform more checks and restrictions when rendering the content of the site. Some of
these headers were found to be missing, or incorrectly set.

The table below highlights any weaknesses in the security headers present on a ‘per-host’ basis. Where headers
are marked with an “%X”, this means that the header has not been set.

Where an “X” has been set, this indicates that the value falls short of current industry best practice
recommendations.

Table 1: Security headers

.*? 2 >
= 9 =
o -~ o
Q o o
(V]
! (7)) C,) I>~
t c Q = >
(] o o = o >
o e |2~ 3 = L
p = - v o °
5 (@) - wn QI- o
2 o s | 2 L -
= £ b c < o
- © [ ()] o S
g = o = 2 =
.: |.|I_ L-) o (] ()
(5] x< > (@) o (T
bebop.finance TCP/443
P / x x x x x x
bebop.xyz TCP/443

Although this does not create an active security risk, use of these headers can help prevent future attacks against
the host.

The extra headers can be found detailed below:

e Strict-Transport-Security: This asks the browser to only ever return to the site using HTTPS and thus can
prevent certain man-in-the-middle attacks. It is not suitable for sites that do serve some of their content
over HTTP.

Commercial in Confidence
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e X-Frame-Options: Tells the user agent how to handle the site if it is rendered inside of a frame and thus
prevent clickjacking attacks. Although clickjacking can be mitigated with frame busting JavaScript, using
the header is the most supported and effective solution.

e X-Content-Type-Options: This instructs the user agent to use the MIME type of any content rather than
attempt to intelligently work it out from the content. This can protect against client attacks from
uploaded content.

e Content-Security-Policy: This provides a policy to tell the user agent how to manage supplied content
(e.g., in-line JavaScript).

e Referrer-Policy: This allows a site to control how much information the browser includes with navigations
away from a document.

e Feature-Policy: This allows a site to control which features and APIs can be used in the browser.

Recommendations

The recommendations below are for secure configurations of the mentioned security headers. Their use can
influence the application's functionality and, therefore, should be reviewed in line with its requirements and
other security measures.

"Strict-Transport-Security: max-age=31536000; includeSubDomains" enforces Strict Transport security on
the application. All subsequent requests are forced by the browser onto HTTPS for all subdomains at least within
the timeout period (in this example the timeout is 1 year). An optional setting for this header is the keyword
‘preload' which causes the application's URL to be loaded into databases for pre-validation of HSTS, provided its
HTTPS and HSTS configuration is correct. This follows good security practices, but it is difficult to revert and
causes non-HTTPS content on the application to be nearly impossible to serve.

"X-Content-Type-Options: nosniff" asks supported browsers not to second guess the content type of files,
but just to rely on what the web server specifies.

Content-Security-Policy: script-src 'self' is a basic CSP header that prevents loading resources from
third-party domains. It should be noted that Content Security Policy (CSP) requires careful tuning and precise
definition of the policy. If enabled, CSP has significant impact on the way a browser renders pages (e.g., in-line
JavaScript disabled by default and must be explicitly allowed in policy). Please consult the references.

Referrer-Policy: no-referrer is a basic Referrer-Policy header that instructs the browser never to send the
referrer header with requests that are made from your site. This may be too restrictive, however, and ‘no-
referrer’ could instead be replaced with an alternative option such as ‘same-origin’. Which value used depends on
the requirements of the application. Please consult the references.

Feature-Policy: <directive> <allowlist>shows the syntax for a ‘feature-policy’ header. This header will
vary greatly from site-to-site depending on the functionality that is required. Please consult the references.

Commercial in Confidence
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In general, use of the extra HTTP headers is better supported and more effective than JavaScript hacks to perform
the same functions. Setting security headers could be carried out on the web server configuration, on the
application's code or even injected in reverse proxies fronting the application.

Browser compatibility with each header is variable, so functional validation is required. Please see references for
more information.

Affected bebop.finance TCP/443
bebop.xyz TCP/443

References OWASP: Secure Headers Project:
& CVSSv3 https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
Metrics Analyse your HTTP response headers: https://securityheaders.io
Content Security Policy (CSP) Quick Reference Guide: https://content-security-policy.com/
Root Cause: Configuration
Base Metrics: AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:N/A:N (4.0)
Temporal Metrics: E:U/RL:O/RC:C (3.5)
Environmental Metrics: CR:M/IR:M/AR:M (3.5)
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6.3. WEB-L3: Information Disclosure in HTTP Headers

The server sent information about the environment in the headers sent with each Low RlSk
response from the server. This could reveal information about the server and reveal CVSS 3.5
potential vectors for attack.

Review default banners sent to minimise information leakage.

Description

The web server was found to send unnecessary HTTP headers with every request which may give away
information about the server and environment in which the server runs. This included the NGINX version nhumber.

This information would allow an attacker to perform a more targeted attack on the site.

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 11 May 2022 09:55:22 GMT
Content-Type: application/json
Content-Length: 3316

Connection: close
Access-Control-Allow-Origin: *

{"usd prices":{"1INCH":"1.020090467800000011","AAVE":"106.013190731199998140", "ACH"
:"0.018500740700000001", "AGLD":"0.679388130600000029", "ALCX":"43.345723955200000432
", "ALPHA":"0.217801495700000014", "AMP":"0.012480497700000001", "ANGLE":"0.1179795759
0o0000008",

Recommendations

Review the configuration of the web server to ensure that no extra HTTP headers are sent. Particular attention
should be paid to headers that return exact version information.

Affected bebop.finance TCP/443
bebop.xyz TCP/443

References Root Cause: Configuration
& CVSSv3 Base Metrics: AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:N/A:N (4.0)
Metrics Temporal Metrics: E:U/RL:O/RC:C (3.5)

Environmental Metrics: CR:M/IR:M/AR:M (3.5)
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6.4. WEB-L4: Cacheable HTTPS Response Being Cached

Unless otherwise directed, browsers may store a local cached copy of content received Low RlSk
from web servers. This may give an attacker access if the victim’s machine is CVSS 3.1
compromised.

The application should return caching directives instructing browsers not to store local
copies of any sensitive data.

Description

Web browsers may cache HTTP content locally, unless otherwise directed, even if it is accessed via HTTPS. If
sensitive information is received from the web application, then it may be stored in the local cache, which may be
retrieved by other users with access to the same computer at the same or a future time.

All or part of the tested application was served in HTTP inside an encrypted tunnel (HTTP over SSL or HTTPS).
However, the application failed to take all possible steps to prevent the caching of HTTPS pages within the local
machine browser cache. If an attacker could gain access to the client computer, they may then be able to read the
information contained in the cache.

The purpose of using HTTPS is to provide a secure medium in which potentially sensitive data could be
transferred. Browser caches are usually not encrypted, so if one such user agent is compromised the information
becomes instantly available. Potentially, session identifiers (particularly if leaked in GET parameters), login
credentials, personal information and other resources may be cached by the browser.

Static content such as images, CSS code or JavaScript can usually be safely cacheable, even if transferred over
HTTPS because its content is not generally of sensitive nature.

These were some of the files that were found to be cached:

e /server/getPrice
e /server/getUSDTokenPrices

Recommendations

The application should be modified to include non-caching directives in the HTML code of pages or with any type
of sensitive data. This prevents browsers from storing local copies of such pages. Most web development
platforms allow control of the server's caching directives from within individual scripts. Ideally, the web server
should return the following HTTP headers in all responses containing sensitive content.

At the protocol level, the web server can be configured to inject non-caching HTTP headers into the relevant
paths or scripts within the web root. Caching may be locally disabled for HTML resources via an extra pair of
META tags in the HEAD section.

Commercial in Confidence
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Cache control of all other resources (JavaScript, XML, JSON, others) must be implemented via HTTP response
headers:

Pragma: no-cache
Cache-control: no-store

Affected bebop.finance TCP/443
bebop.xyz TCP/443

References RFC 2616, Section 13: Caching in HTTP: http://www.w3.org/Protocols/rfc2616/rfc2616-sec13.html
& CVSSv3 Caching Tutorial for Web Authors and Webmasters: http://www.mnot.net/cache_docs/
Metrics Root Cause: Configuration

Base Metrics: AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N (3.5)

Temporal Metrics: E:U/RL:0/RC:C (3.1)

Environmental Metrics: CR:M/IR:M/AR:M (3.1)
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6.5. WEB-I5: Source Code Disclosure

The application discloses a large part of its source code written in JavaScript and
TrueScript including the libraries and dependencies used by NodelS.

It is recommended that all sensitive information be stored and processed on the server-
side.

Description

It was possible to view the applications source code. Although in this instance no sensitive information could be
found, an attacker could use this information to figure out the applications functions also find any hidden
functionality or routes.

Page Filesystem Ovemides > I 4 idts  utfSts  interfacets  indexts  fragmentsts  bignumbersts  bignumberts
v Otop = 1 "use strict”;
. 2 var __importDefault = (this && this.__impertDefault) || function (mod) {
- — —
© bebop inance 3 return {mod & mod._ esModule) ? mod : { "default”: mod };
> I static 41;
» Bl modules Object.defineProperty(exports, *_ estodule”, { value: true });
exports .Address = veid @;
M B var sssert_1 - _ importDefsult(require("assert”));
¥ B MessageChannel var bn_js_1 = __impertDefault(require("bn.js"));
» B chains var bytes_1 = require("./bytes"};
var sccount_1 = require(”./account”);
» I eips var Address = /% @class */ (function () {
» B hardforks 12 fmct(im Address (buf) { , .
’ @, assert_l.default)(buf.length === 20, 'Invalid address length');
v I secp236kiv3-lib this.buf = buf; = :
IdteTimerjs 15 ¥
- 16 /==
TabManager,js
gers 17 * Returns the zero address.
account.ts g
. address.ts Address.zero = function () {
. return new Address{ (8, bytes_1.zeros)(28));
baseTransaction.ts 3
i
bytes.ts 1=
SETEETEE 33 * :Etul‘ﬂs an Address object from a hex-encoded string.

Figure 9: Client-side source disclosure

<Switch>
<Route path="/" exact compcnent={Home} />
<Route path="/app" exact component={Tradelnterface} />
<Route path="/testmany" exact component={ManyToOne} />
<Route path="/testapp" exact component={DupeTradelnterface} />
<Route path="/faqs" exact component={Faqs} />
<Route path="/devapp" exact component={TradeInterfaceDev} />
<Route path="/singlescreen” exact component={SingleScreenfpp} />
<Route "/manyui" exact component={ManyToOneUI} />
<Route path="" exact component={NotFound} />

Figure 10: List of routes

Recommendations

Ensure that all source code is disclosed as intended and that no sensitive information is stored in these files.

Affected bebop.finance TCP/443
bebop.xyz TCP/443

References Root Cause: Configuration
& CVSSv3
Metrics
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7. Appendix - Risk Rating

Risk Rating

This report scores vulnerabilities using CVSS v3, the latest industry standard. It combines this with the simplicity
of colour coding. This enables access to this report by all levels of management.

Issue Alerts

“Issue Alerts” allow the reader to quickly and easily identify issues and their associated severities. In each section,
the reader can read a detailed description of the issue, how it was identified, and the associated mitigation that
has been recommended.

Issues are rated either critical, high, medium or low risk depending on their CVSS v3 score. Informational
recommendations may also be made that do not relate to a specific vulnerability or associated risk. Each risk
group is assigned its own colour as shown below:

CVSS v3 Explanation

CVSS (currently version 3) is the Common Vulnerability Scoring System. This is a vendor independent way of
scoring vulnerabilities in a more granular way than just being assigned as a critical, high, medium, or low risk.

This system takes a variety of factors (known as metrics) into account such as the level of complexity required to
reach the affected system, whether or not exploit code exists, the impact successful exploitation of the issue
would have on the business and the type of area of concern (availability, confidentiality and integrity).

By applying these factors to each unique vulnerability, a score from 0 to 10 is calculated and assigned.
Pen Test Partners assigns critical, high, medium or low to each vulnerability based on the following criteria:

Critical: Any issue with a CVSS score of 9.0 or higher

High: Any issue with a CVSS score of 7.0 or higher but lower than 9.0
Medium: Any issue with a CVSS score of 4.0 or higher but lower than 7.0
Low: Any issue with a CVSS score lower than 4.0

This assures that each vulnerability has been tailored to the client, as each vulnerability affects each client in
different ways.

For example, an SQL injection issue affecting a public facing website would be an extremely high risk. That same
issue on an internal host with adequate firewall configurations could be classed as a medium risk. A high-risk issue

on a low impact server may carry a lower CVSS score than a medium risk issue on a critical server.

For more information on CVSS please refer to the First.org website link: http://www.first.org/cvss/.
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